Obion, Spivak, et al. ' : 
703-413-3000 

Docket # 283220US S05P0952 
Sheet 1 of 52 



1/52 



O- 1 
u_ a: 

O Q_ 
2T< 



cm 



□□□□□□□□< 

□□oaaDDD I 
□□□□□□□□ 
□□□□□□□□ 
□□□□□□□□ 
□□□□□□□a 
□□□□□□□a 

DDOaaDDO: 
DQOaQDQQ 
DDQOODDO 
DQDODQDQ. 
□ □(□□□ODD 

opaaopao 




LU|-clCD 
CO Z5 Q- LU 



CO 



o 
ol 



2<75 

"=£ 

<- (1 
Oz^g 

Oh-ol 

<^ 

UU- 



:ou< 
z!=!^h< 



; UJ LL_ 




< 



CL 

o 

a: 



I- 

LU 



O 
Q 

< 
CQ 
< 



< 



Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket #283220US iU3KUy!)Z 

Sheet 2 of 52 



2/52 



■ 



LU 



o 













t—t 


i— « 






ROUP 




ORDE 


CI? 




CJ 
LU 










rsi 



co 



ZD 

o 

CO 



OO 
i— 1 1— i 

C— 1 unit 

Ouu 

q£ LULU 

(Dalai 



O 
i — i 

^- 

cj 

= z 

2Q.U 
O LU LU 
OC^CO 



cs 



CO 



W 




Lo^ 

4 LU 
—I CO 



Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket # 283220US 
Sheet 3 of 52 

3/52 




CO 



r 



CO 



tz <c 

Oluq. 



n 

E 
i 

o 



Oujq. 
uoi< 



Obion, Spivak, et al. 
703-413-3000 

Docket #283220US S05P0952 
Sheet 4 of 52 



4/52 



■ 

cd 



2- 



A 



CO 



< 



O 



CL 

u 



o 



(J 

— IS 

Cd 
CD 



\7 



< > 



v 



LU 

C-> 
< 



LO 



rsj 



< — > 



CO 



< 



CO 



3< 

O CL 
CJ< 



Zed 
OO 

UQ- 



00 
LO 



LO 



Cd<0 
OO-Q 

h-CL X 

CO<C3 



CD 



CO 



|2 

o< 



CD 



CO 



^1 

Cl CL 
Q_ 




!=c*:< 

Z Q. Q. 
O LU Q_ 



rsi 



CO LU 
<CDS 
> < LO 

zo Q 

cd co ^1 



Obion, Spivak, et al. 
703-413-3000 

Docket # 283220US S05P0952 
Sheets of 52 



5/52 




Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 6 of 52 



S05P0952 



6/52 



FIG . 6A 



Fl 



CONTENT ID 



N ENCRYPTED 

r CONTENT DATA 



ENCRYPTED CONTENT KEY 



LICENSE 



SOURCE ID 
(GROUP ID OR RECORDER ID) 



F I G . 6 B 



F2 

\ 



CONTENT ID 



s ENCRYPTED 

«P CONTENT DATA 



ENCRYPTED CONTENT KEY 



LICENSE 



UTILIZATION CONDITION 
INFORMATION 



Obion, Spivak, et al 
703-413-3000 
Docket # 283220US 
Sheet 7 of 52 



7/52 



25 

3-" 
Oq 

COH-4 



S05P0952 



o 





00 

o 
1— 1 

s 


■ 


NPUTTING 
APPARATUS 









rvj 



-1— HH 

Oir*U 

to" 

LJJ UJ LU 
0^0.0 



O 



A 



So 

CO I— i 



I- 
p- cn 

Ql i — i 



O 

I— I 

Q^Uh 
CLLLIU 
LU X LU 
LU CO 



tz<c 



ZU) 

o< 



up 

CL CO 



CO 



3 



T 



O uj 
— • ctl 

LU ^ 

o 

LU O 



lu 

LU 
< 

^- i — i 
—ICO 



o 



Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket #283220US 
Sheet 8 of 52 



8/52 



o 




CTION 


fM 


ENT 


PRODU' 
PD) 




JAGEME 


CONTENT RE 
APPARATUS ( 




GROUP MAf 
SERVER 



CO 

■ 



o 



13 

=> 
O 



HP 

Otu 
Olo 



O 

LU 



< 

i— i *r 
luO 



LU LU 

UCO 



fM 



< 



O 
ZH 

u 

m 

—I CO 



u 

LU 

°z 

I— « *r 
HO 

ECO 

t . I 

LUU 

u< 



< 

Q_ 
Z> 

Cj 

LU_„ 

Si 
8b 

LULU 
CO 



o 



< 

Q 
Q. 

ZD 



ou 

a: lu 
e>co 



< 
a: 
H 

CO 

l-H 

e? 

LU 

a.o; 

=>£ 
OU 

e?co 



to 



u 

ZD 

o 

CO 



ID 

o 



LULU 

I oo 



LULU 

azaz 



00 



Obion, Spivak, et al. 
703-413-3000 
Docket #283220US 
Sheet 9 of 52 



S05P0952 



9/52 



u 

LULUr> 

O c£ Q_ 
UQ_< 



■ 



rsi^ 



lo 
rsi 



i< 

oS: 



no 
rsi 



O 
u 



i— K 

rsi 



< 



Psl 



to 

Oao 

1-QL.x 
to < ^ 



CO 
1— I- 
rsi 



LU O 

OK 

LU O 



i—i- 
rsi 



CD 



<OU 



rsi 









FLASH 
MEMORY 


— > 








RAM 






DATA 

PROCESSING 
APPARATUS 










MAIN 

CONTROL 

APPARATUS 


— > 




INPUTTING 
APPARATUS 


— > 








DISPLAY 
APPARATUS 


<s > 



rsi 
rsi 



ro 
o 
rsi 



o 

rsj 



o 

rsi 



00 

o 
rsi 



o 

- i-H 

rsi 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 10 of 52 



S05P0952 



10/52 



CD 



rsi 



o=>5 

M Q- f) 

<ou 



rsi 



I 



Q- LU U 
LU X 111 
C£! LU LO 



o 
rsi 



„ . U-l 

q002 

LU O LU LU 



o 

fN 



o 

I — I 

b 

LU 
LO 

LU 
< 

O 



CO - 

rsi 



o 

fN 



rvi 

fN 



D_ i 
gLU 

Oq 

— ' i — i 

P 





ro 




z 


fN 




o 
z c 




o2 


fN 


ot 
rcQz 




Ft 




uSz 


bx2 




o£2 


REPRODL 
SSION/IN 
ION SECT 




REPRO 
ION/IN 
N SECT 




282 


IRST 
ERMI 
ECIS 


fN _ 


ECOIN 
ERMI 
ECIS 


U-Q-O 


fN 





CO 
fN 



fN 
fN 





A 








CO 






Q 














fN 




LU 




1- 






Z 






O 






u 




V 





E 



DATA COMMUNICATION SECTION 




z^ 

EZLO |— 
ZV)< 
LULU 2 

O Q_ q_ 



Obion, Spivak, et al. 

703-4 1 3-3000 S 0 5 P09 52 

Docket #283220US 
Sheet 11 of 52 

11/52 




Obion, Spivak, et al. 
703-413-3000 
Docket #283220US 
Sheet 12 of 52 



S05P0952 



12/52 



fM 



in 

S- 

co 



CO 



CO 
CO 



CM 

fM 
CO 



CM 
CO 



o 

LU 

Q 

o 



Q 
»— i 

CO 



< 
< 

Q_ 

< 



Q 
u_ 

< 



Q 

a: 
< 



LU ^ 
Ctl ZD 



Q 
i— i 

OL 
LU 
CO 
3 



a: 

LU 

Q 

a: 

O 



i— i 
— i 
< 



rsi 
Q 



o 



fM 

Q 



LU 

I- 



U 

l-H 
> 

LU 

a 



o 
i— i 

o 
i— i 

c£ 

LU 

Q 

a: 

O 
U 



CM 

Q 



I— H 
> 

LU 

Q 



o 



a 
i— i 

LU 

u 

I— I 

> 

LU 

Q 



co 
i— i 

LU 

> 
LU 

Q 



< 

I 



CO 
I 



< 

LU 



X 
X 
X 
X 
I 

X 
X 
X 



ro 

ro 
■a 

CD 

E 
ro 



>- 
>- 
i 



M 
CO 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 13 of 52 



S05P0952 



13/52 



F I G . 1 3 



30 



10-1 



C CONTENT PROCESSING 
APPARATUS (PC) 



S4 



USER REGISTRATION 




S2 



REGISTRATION REQUEST OF USER 



S10 

\ 



GROUP REGISTRATION 



S14 

L 

| GROUP R EGISTRATION H - 



REGISTRATION REQUEST 
OF APPARATUS 



S8 



S18 



DISTRIBUTION OF 
CERTIFICATE 



S34 

\ 1 



S20 
i_ 



UPDATING OF LIST 



S28 



ACQUISITION OF PRODUCTION 
CONTENT 



S30 
i_ 



REPRODUCTION CONTROL 



DISTRIBUTION OF 
LICENSE INCLUDING 
LEAF ID AND CONTENT 



10-2 



C CONTENT PROCESSING^ 
APPARATUS (PC) _ Lmmm ^X 



S12 



REGISTRATION REQUEST 
OF APPARATUS 



S16 
L_ 



ISSUANCE OF CERTIFICATE 



S22 



REPRODUCTION OF CONTENT 



S24 



[ ADDITION OF RECORDER ID | 



S40 



ACQUIRE OF DISTRIBUTION 
CONTENT 



S42 

\ 



REPRODUCTION CONTROL 



S46 



CANCELLATION OF GROUP 
REGISTRATION 



S44 



REQUEST FOR REGISTRATION 
CANCELLATION 



S50 

t 



CANCELLATION OF GROUP 
REGISTRATION 





S26 


PROVISION OF PRODUCTION 
CONTENT 




S32 


DISTRIBUTION REQUEST | 




S36 


^ 


ADDITION OF GROUP ID 






PROVISION OF DISTRIBUTION 
CONTENT 




S48 

• \ 



REQUEST FOR REGISTRATION 
CANCELLATION 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 14 of 52 



S05P0952 



14/52 



F I G . 1 4 



10 



^CONTENT PROCESSING^ 
^APPARATUS (PCj^^y 



30 



S84 

\ 



SERVER ^) 



S60 



USER ID, PASSWORD 



S64 

^ ±— 



AUTHENTICATION OK, 
SESSION INFORMATION 



S62 

1 



USER AUTHENTICATION 



S66 



REGISTRATION REQUESTING NOTIFICATION 



S70 



TRANSACTION ID, SERVER URL 



S68 
L_ 



PRODUCTION OF 
TRANSACTION ID 



S72 

\ 



REQUEST FOR SERVICE DATA 



S74 

L 



SERVICE DATA (LEAF ID, KEY) 



C7fi REGISTRATION REQUEST (TRANSACTION ID, 
\ TERMINAL ID, RECORDER ID) 



S78 
\ 



REGISTRATION PERMISSION/ 
INHIBITION DECISION 



S82 



REGISTRATION COMPLETION NOTIFICATION 



S80 

L 



REGISTRATION PROCESS 



VALIDATION OF SERVICE DATA 



S86 
_i 



PRODUCTION AND ADDITION 
OF GROUP ID TO LIST 



S88 



ISSUANCE OF CERTIFICATE 



S94 

j 



S90 

\ 



STORAGE OF CERTIFICATE 



S92 



DISTRIBUTION OF CERTIFICATE 



ADDITION OF RECORDER 
ID TO LIST 



Obion, Spivak, et al. 

703-413-3000 : 

Docket #283220US S05P0952 

Sheet 15 of 52 



15/52 



F I G . 1 5 



10 



30 

s 



C CONTENT PROCESSING"^ 
APPARATUS (PC) y 



S112 



S100 

\ 



USER ID, PASSWORD 



S104 



AUTHENTICATION OK, 
SESSION INFORMATION 



S102 
—A 



USER AUTHENTICATION 



SI 06 REGISTRATION CANCELLATION 
\ REQUESTING NOTIFICATION 



S110 



S108 
\ 



PRODUCTION OF TRANSACTION ID 



TRANSACTION ID, SERVER URL 



INVALIDATE OF SERVER DATA 
(DELETE OF GROUP ID) 



SI 14 

\ 



REGISTRATION CANCELLATION REQUEST 
(TRANSACTION ID, TERMINAL ID, RECORDER ID) 



S116 



REGISTRATION CANCELLATION 
PERMISSION/INHIBITION DECISION 



S118 

: \ 



REGISTRATION CANCELLATION 
PROCESS 



S120 



REGISTRATION CANCELLATION NOTIFICATION 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 16 of 52 



S05P0952 



16/52 



F I G . 1 6 



20 



10 



30 



/'content reproduction^ /^content processing^ f 

Apparatus (po) J^y ^Jwaratus (pc) J \^ 



server 



S 144 DEVICE ID 




user id, password 
\ 



S132 



SI 34 

L_ 



AUTHENTICATE USER 



ci«3C AUTHENTICATION OK, 
° V ° SESSION INFORMATION 



ci -so REGISTRATION REQUEST 
3 V° NOTIFICATION 



S140 



PRODUCTION OF TRANSATION ID 



ci 49 TRANSACTION ID, 
°V SERVER URL 



REGISTRATION REQUEST (TRANSACTION 
ID, TERMINAL ID, DEVICE ID) 



S?46 



S148 



REGISTRATION PERMISSION/ 
INHIBITION DECISION 



S150 

L_ 



REGISTRATION PROCESS 



c i c 7 REGISTRATION COMPLETION 
~.\ NOTIFICATION 



S154 



PRODUCTION OF GROUP ID 



S1 ^ 56 SOURCE ID LIST, ICV DATA 



S158 



VALIDITY CHECK OF LIST 



S160 
s 



ADD GROUP ID TO LIST 



S162 



UPDATING OF ICV DATA 



S164 



SOURCE ID LIST, ICV DATA 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 17 of 52 



S05P0952 



17/52 



F I G . 1 7 



20 
.JL. 



/content reproduction^ 
^apparatus (pd) 



10 



30 




content processing 
apparatus (pc) 



S I 82 SOURCE ID LIST, ICV DATA 



>ING^ 



SERVER: 




USER ID, PASSWORD 



S170 



S172 

\ : 



USER AUTHENTICATION 



SI 74 AUTHENTICATION OK, 
\ SESSION INFORMATION 



S176 
J 



REGISTRATION CANCELLATION 
REQUEST NOTIFICATION ' 



S178 



PRODUCTION OF TRANSACTION ID 



S180 





TRANSACTION ID, 
SERVER URL 



S184 



VALIDITY CHECK OF LIST 



S186 



DELETION OF GROUP ID FROM LIST 



S188 
S 



UPDATE OF ICV DATA 



^\ 90 SOURCE ID LIST, ICV DATA 



REGISTRATION CANCELLATION 
REQUEST (TRANSACTION ID, 
TERMINAL ID, DEVICE ID) 



S192 



S194 
i_ 



REGISTRATION CANCELLATION 

PERMISSION/INHIBITION 

DECISION 



S196 
$ 



REGISTRATION CANCELLATION 
PROCESS 



ciqo REGISTRATION CANCELLATION 
^ \ NOTIFICATION 



Obion, Spivak, et al. 
703-413-3000 
Docket #283220US 
Sheet 18 of 52 



S05P0952 



18/52 



F I G . 1 8 



( START ~") 



REPRODUCTION REQUEST 







READ OUT SOURCE ID ADDED 
TO CONTENT 



S202 



-S204 



S206 



READ OUT 
SOURCE ID INCLUDED 
IN SIURCE ID 
LIST? 



NO 





YES 


ACQUIRE TIME AT PRESENT 




S210 



S208 




( END ~) 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 19 of 52 

19/52 



S05P0952 



F I G . 1 9 

( START ~") 







ACQUIRE CERTIFICATE 




S222 



CERTIFICATE 
WITHIN TERM OF 
VALIDITY? 



BOTH GROUP IDs 
COINCIDENT? 



READ OUT RECORD ID FROM 
CARTIFICATE 



ADD RECORDER ID TO 
SOURCE ID LIST 



-S220 





YES 




READ OUT GROUP ID FROM 
CERTIFICATE 


-S224 








READ OUT GROUP ID FROM 
SOURCE ID LIST 


-S226 




. S228 





NO 



S230 



S232 



( END ) 



Obion, Spivak, et al. 

703-413-3000 S05P0957 
Docket # 283220US 
Sheet 20 of 52 



20/52 



FIG . 20A 



10 

K 

CONTENT PROCESSING 
APPARATUS 



RECORDER ID1 




20 

J 

CONTENT REPRODUCTION 
APPARATUS 



RECORDER ID1 



ADDITION 

L 



10a 



CONTENT PROCESSING 
APPARATUS 



RECORDER ID1 

10b 



F I G . 2 0 B 




CONTENT PROCESSING 
APPARATUS 






RECORDER ID2 




RECORDER ID2 





NOT REPRODUCIBLE 



20 



CONTENT REPRODUCTION 
APPARATUS 



RECORDER ID1 



RECORDER ID1 



DELETION 
L 

DELETION 



F I G . 2 0 C 




Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket #283220US ouoru^o^: 
Sheet 21 of 52 



21/52 



F I G . 2 1 A 



10a 

: \ 

CONTENT-PROCESSING 
APPARATUS 



20 

S 

CONTENT REPRODUCTION 
APPARATUS 



RECORDER 101 



10b 



RECORDER ID1 



CONTENT-PROCESSING 
APPARATUS 



RECORDER ID1 



RECORDER ID2 



CTOCAL ; ^\ 
REGISTRATION^/ 



FIG.21B 



10a 

. \ 

CONTENT-PROCESSING 
APPARATUS 



RECORDER ID1 



GROUP IDA 
RECORDER ID1 
RECORDER ID2 



10b 

s 



CONTENT-PROCESSING 
APPARATUS 



RECORDER ID2. 



GROUP IDA 
RECORDER ID1 
RECORDER ID2 



C SERVICE """N 
REGISTRATION^ 



CsFrvice 
REGISTRATION^ 



20 

S 

CONTENT REPRODUCTION 
APPARATUS . 



O LOCAL >v 
REGISTRATION^/ 



RECORDER ID1 



RECORDER ID1 



Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket #283220US OUDruiO^ 

Sheet 22 of 52 

22/52 



F I G . 2 1 C 



10a 

_i 

CONTENT PROCESSING 
APPARATUS 



RECORDER ID1 



GROUP IDA 
RECORDER ID1 
RECORDER ID2 



10b 



CONTENT PROCESSING 
APPARATUS 



RECORDER ID2 



GROUP IDA 
RECORDER ID1 
RECORDER ID2 



CIervice 
REGISTRATION^ 



20 

i 

CONTENT REPRODUCTION 
APPARATUS 




GROUP IDA 
RECORDER ID1 
RECORDER ID2 



RECORDER ID1 



RECORDER 102 



C Service 
REGISTRATION^/ 



F I G . 2 2 

10 

407 



401 

S 






REGISTRATION REQUEST 
INFORMATION 
TRANSMISSION SECTION 


ACQUISITION 
SECTION 








409 

\ 




403 

S 




REGISTRATION 
COMPLETION 
RECEPTION SECTION 




DETECTION 
SECTION 




411 








405 




NOTICE SECTION 




RECORDER ID 

ADDITION 

SECTION 


413 

V 






GROUP ID 
ADDITION SECTION 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 23 of 52 



S05P0952 



23/52 



F I G . 2 3 



( START 



CONNECT TO CONTENT 
PROCESSING APPARATUS 



S301 




YES 



DISPLAY WARNING 
SCREEN 



DISPLAY REGISTERING 
SCREEN 



S307 



SERVICE 
REGISTRATION 



S310 



CONTENT 
TRANSFER 



( END ) 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 24 of 52 



S05P0952 



24/52 



F I G . 2 4 




AUTOMATICALLY 
LOCALLY REGISTER 
CONTENT 
REPRODUCTION 
APPARATUS 



SERVICE-REGISTER 

CONTENT 

PROCESSING 

APPARATUS AND 

CONTENT 

REPRODUCTION 

APPARATUS 



S321 



TRANSFER ONLY 
RIPPED CONTENT 



SERVICE-REGISTER 
CONTENT 
REPRODUCTION 
APPARATUS 



S319 



CONTENT TRANSFER 



S316 



CONTENT TRANSFER 



Q END ) 



Obion, Spivak, et al 
703-413-3000 
Docket # 283220US 
Sheet 25 of 52 



S05P0952 




DISPLAY SCREEN 
WHICH RECOMMEND 
SERVICE 
REGISTRATION 



X 



S326 



DISPLAY SCREEN 
WHICH RECOMMEND 
INITIALIZATION 



X 



S327 



INITIALIZATION 



X 



S328 



AUTOMATIC LOCAL 
REGISTRATION 



YES 



S335 



X 



S332 



DISPLAY REGISTERING 
SCREEN 



X 



S333 



SERVICE-REGISTRATION 
OF CONTENT 
REPRODUCTION 
APPARATUS 



DISPLAY REGISTRATION 
SCREEN 



336 



1. 



SERVICE-REGISTRATION 
OF CONTENT PROCESSING 
APPARATUS 
AND CONTENT 
REPRODUCTION APPARATUS 



S330 



TRANSFER ONLY 
RIPPED CONTENT 



S337 



CONTENT 
TRANSFER 



v r 



S334 



CONTENT 
TRANSFER 



( EN D ) 



Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket # 283220US 
Sheet 26 of 52 

26/52 



FIG . 26 



□BE 



THE CONTENT-PROCESSING APPARATUS OR THE 
CONTENT REPRODUCTION APPARATUS MAY NOT 
BE REGISTERED CORRECTLY. 



C 



CLOSE 



F I G . 2 7 



□EE 



A CONTENT RECEIVED FROM ANOTHER CONTENT 

PROCESSING APPARATUS IS PRESENT. 

INITIALIZE THE CONTENT PROCESSING APPARATUS. 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US . 
Sheet 27 of 52 

27/52 



S05P0952 



F I G . 2 8 



□EE 



USER ID 



PASSWORD 



LOG-IN 



CANCEL 



F I G . 2 9 



10 



430 

S 



USER INFORMATION 

TRANSMISSION 

SECTION 



433 

S 



REGISTRATION REQUEST 
INFORMATION 
TRANSMISSION 
SECTION 



140 

1 



LIST MANAGEMENT 
SECTION 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 28 of 52 



S05P0952 



28/52 



o 




m 

CO 



a: 
I- 

CO 

3 

LU 

a: 



< 



cn 

m 

(J? 



3 

c 

UJ 

O 




O 

5 

o 



pi 

t— H 

3^ 



CO 



co 



Q 
i— • 

_i 
< 



O 

o 

I— I 

I- 

I— I 

CO 



CO 

LU UJ 

oo 



I- CO 

COZ 

•— I <■ 



u 
< 



no 



< 

co,X 
« i— 
C3< 

LU ^ 

Olu 



coo 

CO HH 



cn -J 



CO 



co 



QCO 

»— I — J 
OCL 

co< 

°b 

M Q 

□ q: 

OCL 
LU 

u_H 

LU 

zz 
ro 
to 

CO 



rsj 

CO 



2 </> 



y < 

a: 

3 < 
O a. 

OujZ 

2-1-0 
^ i— • 

gig 

< -J or 





:st 




U_ -1 

Oq 

Ml 




ST0RA6I 
SOURCE 


S347 


CO 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 29 of 52 



S05P0952 



29/52 



CD 

no ^ 



> 



CO 



CO 



u_ 



oj2 



CO 



CO 
CO 



< 

CJ 



Q.CO 

Oq. 



LU 



O 
LO 

(S) 



o 

I— I 

O 



rz • — < 



LO 



LO 

CO 



< 

a: 
I- 
co 

3 



LO . 

no 

LO 



LU 

u 
> 

LU 

Q 

a 



< coc* 

2 LU m 

LU O 
LU £2 

LL. 2 5 

o 22 
2 

L! I— lo 

32 



CO 
LO 
CO 



to 5-^ 
i— t 
=> 
C 

u 
< 



CO y CO 



u 

Q 
O 
a: 

Q_ 
LU 

a: co 
lu£ 

Oq- 
U< 



u 
> 

LU 



CM 
LO 

CO 



< 

LU^ 



coo 

CO J— 1 
SLU 

co -J 

<^ 

alO 



CD 
LO 
CO 

CO y 



Q 
i— < 

Q_ 

o 

al 

u_ 
O 
t9 



00 a: 
LO > 

CO 



2d 



co^ 
>—* CJ 
zd a: 
0=> 
UO 

< CO 



LO 

'on 

CO 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 30 of 52 



S05P0952 



30/52 



rsl 

CO 

u_ 



A 



CO 



CO 

Q 



o 

b 

LU 

Is! 

-CO 



rsj 



LO 



o 

I— H 

b 

LU 

to 



LOU- 

"§ 

LLjQ 
ho- 



o 

LO 



CO 



LU 

U 
al 
ZD 

o 

LO 



rsl 
1^ 





A 


\ 


vO 




00 












1- 

Z 






LU 

h- 






Z 






o 






u 




V/ 


1 



o 

b 

LU LU ^ LU 



o 
I- 

I — i 
LO 
i— i 
ZD 

<y 
u 
< 



O LU 
ULO 



L£) 
O 
LO 



o 

E 



o2 

30" 

ou 

LO< 



00 

o 

LO 



LU O 



< 



U 

LU 

CO 



12a 

l~ o — 5 



rsl 




o 




LO 






CO 


< 1 




ct:co 








_l —1 







LO 



O 

CM 



O 
»— t 

bis 

!=o£< 

Z Q_ Q_ 

O LU CI 

ua:< 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 31 of 52 



S05P0952 



31/52 



F I G . 3 3 



S419 

A 



( START ) 



TABLE DISPLAY 
INSTRUCTION OF 
CONTENTS IN CONTENT 
PROCESSING APPARATUS 



-S410 



ACQUIRE SOURCE ID LIST 
OF CONTENT PROCESSING 
APPARATUS 



I 



SELECT TOP CONTENT 
OF TABLE DISPLAY 
OBJECT CONTENS 



ACQUIRE SOURCE ID OF 
CONTENT 



SELECT NEXT 
DISPLAY OBJECT 
CONTENT 

1 



-S412 



-S413 



-S414 



S415 

SOURCE ID 
OF CONTENT PRESENT 
IN SOURCE ID 
LIST? 

[NO S416 



YES 



DISPLAY CONTENT 
AS REPRODUCTION- 
INHIBITED CONTENT 



S417 



DISPLAY CONTENT 
AS REPRODUCTION- 
PERMITTED CONTENT 




Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 32 of 52 



S05P0952 



32/52 



F I G . 3 4 



S427 
_S 



SELECT NEXT 
CONTENT 



YES 



C START ) 
I 



DEPRESSION OF 
"COLLECTIVE DELETION" 
BUTTON 

E 



ACQUIRE SOURCE ID LIST 
OF CONTENT PROCESSING 
APPARATUS 



SELECT TOP CONTENT 



ACQUIRE SOURCE ID OF 
CONTENT 



-S420 



-S421 



-S422 



-S423 



S424 

SOURCE ID 
OF CONTENT PRESENT 
IN SOURCE ID 
LIST? 

[NO 



YES 



DELETE CONTENT FROM 
CONTENT PROCESSING 
APPARATUS 



S425 



S426 



NEXT CONTENT? 



INO 
( END ) 



Obion, Spivak, et al. 
703-413-3000 
Docket #283220US 
Sheet 33 of 52 



S05P0952 



33/52 



F I G . 3 5 



S438 

J. 



C 



START ) 



DISPLAY INSTRUCTION OF 
CONTENT TABLE IN 
CONTENT REPRODUCTION 
APPARATUS 



S430 



ACQUIRE SOURCE ID LIST 
FROM CONTENT 
REPRODUCTION APPARATUS 



SELECT TOP CONTENT OF 
DISPLAY OBJECT IN 
CONTENT REPRODUCTION 
APPARATUS 



-S431 



-S432 



ACQUIRE SOURCE ID OF 
CONTENT 



SELECT NEXT 
DISPLAY OBJECT 
CONTENT 

* 



-S433 



S434 

SOURCE ID 
OF CONTENT PRESENT 
IN SOURCE ID 
LIST? 



YES 



DISPLAY CONTENT 
AS REPRODUCTION- 
INHIBITED CONTENT 



S436 

1 



DISPLAY CONTENT 
AS REPRODUCTION- 
PERMITTED CONTENT 



NEXT 
DISPLAY OBJECT 
CONTENT? 



( END "*) 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 34 of 52 



S05P0952 



34/52 



FI G . 3 6 



( START ) 



DEPRESSION OF 
"COLLECTIVE DELETION" 
BUTTON 



± 



ACQUIRE SOURCE ID LIST 
OF CONTENT PROCESSING 
APPARATUS 



T 



SELECT TOP CONTENT IN 
CONTENT REPRODUCTION 
APPARATUS 



-S440 



-S441 



-S442 



S447 



SELECT NEXT 
CONTENT 



ACQUIRE SOURCE ID OF 
CONTENT 



-S443 



S444 

SOURCE ID 
OF CONTENT PRESENT 
IN SOURCE ID 
LIST? 

[no 



YES 



DELETE CONTENT FROM 
CONTENT PROCESSING 
APPARATUS 



-S445 




NO 



( END ) 



Obion, Spivak, et al. 

703-413-3000 qnqpnQW 
Docket # 283220US oUDrUyjZ 
Sheet 35 of 52 



35/52 



F I G . 3 7 



USER OPERATION 



X 



S451 



OPERATION FOR 
DISPLAYING TABLE 
OF TUNES IN CONTENT 
REPRODUCTION 
APPARATUS 



X 



S455 



OPERATION FOR 
SELECTING AND 
REPRODUCING CONTENT 
FROM WITHIN TITLE LIST 



CONTENT PROCESSING 
APPARATUS 10 



CONTENT REPRODUCTION 
APPARATUS 20 , 



X 



S452 



S450 



CONNECTION TO 
CONTENT PROCESSING 
APPARATUS 



ACQUIRE SOURCE ID LIST, 
CONTENT MANAGEMENT 
INFORMATION AND 
CONTENT 



X 



S453 



DECIDE PERMISSION/ 
INHIBITION OF 
REPRODUCTION OF 
CONTENT 



X 



S454 



DISPLAY TITLE LIST 
OF CONTENTS IN 
CONTENT REPRODUCTION 
APPARATUS 



X 



S456 



REPRODUCTION 
INSTRUCTION OF 
SELECTED CONTENT 



X 



S457 



START OF 
REPRODUCTION 



Obion, Spivak, et al. 

703-413-3000 Qn^POQ^ 

Docket # 283220US i>UDr U:OZ 
Sheet 36 of 52 



36/52 



F I G . 3 8 



( START ) 



DISPLAY INSTRUCTION 
OF CONTENT TABLE IN 
CONTENT REPRODUCTION 
APPARATUS 



-S460 



SELECT TOP CONTENT 
OF DISPLAY OBJECT 



-S461 



S468 
_i 



ACQUIRE REPRODUCTION 
RESTRICTION 
INFORMATION APPLIED 
TO CONTENT 



SELECT NEXT 
DISPLAY OBJECT 
CONTENT 



-S463 



S464 




DISPLAY CONTENT ! 
AS REPRODUCTION- 
INHIBITED CONTENT 


DISPLAY CONTENT 
AS REPRODUCTION- 
PERMITTED CONTENT 




< : 1 




NO 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 37 of 52 



S05P0952 



37/52 



□ 



□ 




O 
CD 



o 
CD 



<4 



o 
CD 



cm 



oo 
cm 



o 
CD 



4-» 



co 
o 

CO 

rsi 



o 
CD 



4-> 
<1J 



00 

rsi 



o 



00 
CM 



O 
<D 



3-» 



CO 

rsj 



rsi 



rsi 



no 
o 

o 

o 
o 



CO 

o 

O 

o 



CO 

o 



CO 

o 
o 
o 



CO 

o 



s 



CO 

o 



o 
o 
CM 



CO 

o 

Co 
o 



CO 

o 



s 

o 

CM 



vO 

o 



o 
o 

CM 



o 

s 



CM 
CO 

o 



< 
a: 

LU 

CD 



CO 
CO 

o 



< 
a: 

LU 

CD 



CO 

o 



CO 

o 



< 
en 

LU 

CD 



CO 
CO 

o 



< 
a: 

LU 

CD 



S 
< 

LU 
CD 



CO 

o 



< 

LU 

CD 



CM 

CO 
O 



< 

a: 

LU 

cd 



< 
a: 

LU 

CD 




Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 38 of 52 



S05P0952 



38/52 



o 

CO 
LO 



m 



m 

CJ9 



► 








LL_ 












Q 




=n 




CJ 




<c 




or 




I— 









RE 




o 




i — 




CO 




CJ 








CO 




ZD 
















O 








LU 








► 





o 
o 

o 
o 

o 
o 



-0 



□ 



A 



< 


< 


LU 


a: 

LU 




(J 








M 


CO 


CO 


CL 






o 


s 


sing 


•mpli 




a 











0.2= 
LU O 

co <s: 

IP 



; oo 

i no 
oo 



! vO 

1 



LU 
X 



□ 



A 



<: 



t 



21 CO 

O <t 





IB 




t 



Obion, Spivak, et al 
703-413-3000 
Docket # 2832 
Sheet 39 of 52 



703-413-3000 S05P0952 
Docket #283220US 



39/52 



F I G . 4 1 

520 

S 

p 3 ? Greeting 

J> 01 Shingin Star SINGER A 04:24 

SINGER C TREE 

J> 01 LALALA SINGER B 05:24 



F I G . 4 2 



520 



p°? Greeting 

J> 01 Shingin Star 


SINGER A 


04:24 


A 


& SINGER C TREE 
J> 01 LALALA 


SINGER B 


05:24 




- & :; N0N^REPR0E>WGIBLE 

::^:::Q2::::ftKiiSiifiig:::::::::::::::::: 


; :StNGERxA 








;;s : iNGER:;G:;: 








▼ 



Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket # 283220US 
Sheet 40 of 52 

40/52 



F I G . 4 3 



520 



p°7 Greeting 

P 01 Shingin Star SINGER A 04:24 
x 02 Realize SINGER A 04:02 



SINGER C TREE 
P 01 LALALA 
x 02 Missing 
x 03 Saddle 



SINGER B 
SINGER A 
SINGER C 



05:24 
04:02 
03:02 



Obion, Spivak, et al. 
703-413-3000 

Docket # 283220US S 0 5 P09 52 

Sheet 41 of 52 



41/52 



F I G . 44 



520 
_i_ 









▲ 


^ Greeting 








J* 01 Shingin Star 


SINGER A 

-SINGER: A :^ 


04:24 




^ SINGER C TREE 








J> 01 LALALA 


SINGER B 


05:24 




::i^:::Q(2:::Mlsslng:::x::::::::::::: 


ilSENGERA::;: 








▼ 



| COLLECTIVE DELETION] 



550 CLICK 




520 



p 3 ? Greeting 

J> 01 Shingin Star SINGER A 04:24 

SINGER C TREE 

P 01 LALALA SINGER B 05:24 



COLLECTIVE DELETION 

■> = 
550 



Obion, Spivak, et al. 
703-4 1 3-3000 

Docket # 283220US S 0 5 PO 9 52 

Sheet 42 of 52 



42/52 



LO 

■ 



VO 

rsi 



A 



LU 

, V3 

OOZ 

v>HO 
U^P 

LUC^U 
X O LU 

U_ilo 



vO 

t-H 



OO 
i—l 

VO 



CD 



CO 
CO 
LU 

u 
O 
al 

CL 



U-h- LO 



o 

VO 



CD 

Q 



O 
U 



LO 
i—i 
I 

Q 



U 
al 



O 

LO 



-TV 



CD 



LO 
LO 
LU 

u 
o 

al 
Q_ 

cC 

LU Z 

HH<LJ 

XOiUJ 
I— H CO 



rsi 
lD 



(J 



LO 
LO 
LU 
U 

o 

al 
o_ 

zlo^ 
O^P 
u<u 

LU LU 
LO I — LO 



VO 



2z 

bg 

LUl— 

-JU 

LULU 
LO LO 



rsi 

LD 



il 



LO 
LO 
LU 
U 

o 

al 



h-Lo2 

=><□ 

OC^LU 
LUh-LO 











LD 


1—1 






_l 


t-H 


VO 




LD 


0 
a: 


AO 
















no: 




; 


EQUE 




LJ 






— => 


DC 








LUZ 






O^LO 




TRANSF 
SECTIO 





o 
z 

LU^S 

Lot 

Z LU 
<|- 
CC LU 

HQ 



rsi 
o 

LO 



O 

LO 



>- 
< 

—I 

CL 
LO 
*—* 

Q 

§1 

8G 

LULU 
LO LO 



LO 
O 
VO 

VI 



20 
p 

<G 

a: lu 

LULO 

o£ 

—I 
LO Q- 

a: LO 

LU O 



00 

o 

VO 



<. I—l 

LUU 
Q_ LU 

O vo 

Q £ 

Ulo 

LU hh 
LO Q 



rsj 
o 

LO 



< V 
a: co 



o 

CM 

z 

o 

t— I 

Z 

O LU CL 



Obion, Spivak, et al. 
703-413-3000 

Docket # 283220US S 0 5 P0 9 52 

Sheet 43 of 52 



43/52 

F I G . 4 6 

( START ) 



SELECT CONTENT ON CONTENT 
REPRODUCTION APPARATUS 
AND DEPRESS "«-" BUTTON 



-S502 



DETECT TRANSFER MODE 
OF CONTENT REPRODUCTION 
APPARATUS 



-S504 



v 





S508 




S510 


\ 








START GROUP TRANSFER 




START CHECK-IN 


PROCESSING 




PROCESSING 



F I G . 4 7 



(start of detection) 



ACQUIRE IDENTIFIER OF 
OPERATING PLUG-IN MODULE 



-S512 



1 

ACQUIRE COPYRIGHT 
MANAGEMENT METHOD SET 
TO PLUG-IN MODULE OF 
ACQUIRED IDENTIFIER 



CTO TRANSFER PROCESS 
ACCORDING TO PERTAINING 
COPYRIGHT MANAGEMENT METHOD 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 44 of 52 



S05P0952 



44/52 



F I G . 4 8 



c 



START OF GROUP 
TRANSFER PROCESS 



) 



\ 


t 


ACQUIRE SOURCE ID LIST FROM 
CONTENT REPRODUCTION APPARATUS 







-S520 




YES 





S524 


\ 


t \ 




DISPLAY 






TRANSFER ERROR 



SEARCH CONTENT PROCESSING 
APPARATUS FOR CONTENT ID OF 
SELECTED CONTENT 




S526 



YES 



COPY SELECTED CONTENT FROM 
CONTENT REPRODUCTION APPARATUS 
TO CONTENT PROCESSING APPARATUS 



S530 
L 



ISSUE NOTIFICATION 
THAT CONTENT 
EXISTS ALREADY 



•e 

I 

Q END J 



Obion, Spivak, et al 
703-413-3000 
Docket #2832 
Sheet 45 of 52 



SSouS S05P0952 



45/52 



F I G . 4 9 



c 



START OF CHECK-IN 
PROCESS 



) 



\ 


t 


SEARCH FOR CHECK-OUT LOG OF 
CONTENT PROCESSING APPARATUS 







S540 



LOG WHICH 
CHECKS OUT SELECTED 
CONTENT INCLUDED IN CONTENT 
REPRODUCTION APPARATUS? 



YES 



NO 





S544 


\ 






DISPLAY 






CHECK-IN ERROR 



UPDATE LICENSE RELATING TO 
SELECTED CONTENT IN CONTENT 
PROCESSING APPARATUS 



DELETE SELECTED CONTENT 
AND LICENSE FROM CONTENT 
REPRODUCTION APPARATUS 



S546 



S548 



( END 



Obion, Spivak, et al. 
703-413-3000 
Docket #2832: 
Sheet 46 of 52 



703-413-3000 S05P0952 
Docket # 283220US oujru:; ^ 



46/52 



F I G . 5 0 



( START 



SELECT CONTENT ON 
CONTENT PROCESSING 
APPARATUS AND 
DEPRESS BUTTON 



-S550 





DETECT TRANSFER MODE 
OF CONTENT REPRODUCTION 
APPARATUS 


-S552 






\ 


1 








S556 






1 


S558 


START GROUP TRANSFER 
PROCESS 






START CHECK-OUT 
PROCESS 



Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket # 283220US 
Sheet 47 of 52 



47/52 



F I G . 5 1 



c 



START OF GROUP 
TRANSFER PROCESS 



) 



\ 


t 


ACQUIRE SOURCE ID LIST FROM 
CONTENT REPRODUCTION APPARATUS 


\ 


f 


ACQUIRE SOURCE ID OF 
SELECTED CONTENT 







S560 



S562 




YES 





S572 








DISPLAY 






TRANSFER ERROR 



COPY SELECTED CONTENT FROM 
CONTENT PROCESSING APPARATUS TO 
CONTENT REPRODUCTION APPARATUS 



S570 





( END ) 



Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 48 of 52 



S05P0952 



48/52 



F I G . 5 2 



<3 



START OF CHECK-OUT 
PROCESS 



5 



\ 


1 


REFER TO LICENSE OF 


SELECTED CONTENT 




S582 



S580 



REMAINING CHECK-OUT TIME 
NUMBER GREATER THAN 0? 



NO 



S592 
J 



DISPLAY 

CHECK-OUT ERROR 



PRODUCE LICENSE FOR CONTENT 
REPRODUCTION APPARATUS 



APPLY LICENSE TO COPY OF 
SELECTED CONTENT AND TRANSMIT 
TO CONTENT REPRODUCTION 
APPARATUS 



UPDATE REMAINING CHECK-OUT 
TIME NUMBER OF LICENSE 



PRODUCE CHECK-OUT LOG 



S584 



S586 



S588 



S590 



C END ) 



Obion, Spivak, et al. 
703-413-3000 

Docket # 283220US S05P0952 
Sheet 49 of 52 




Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 50 of 52 



S05P0952 



50/52 



c^n F I G . 5 4 

p~S600 




S608 



DISPLAY OF TITLE INFORMATION LIST | ^S610 



SELECTION OF CONTENT 



REPRODUCTION INSTRUCTION 



p S612 
S614 



READING OUT FIRST CONTENT OF 
REPRODUCTION OBJECT 



-S616 



S628 



READING OUT OF 
NEXT CONTENT 



_ S618 

GROUP MANAGEMENT^-^-^-^ CICO METHOD 

REPRODUCTION CONTROL 

METHOD 

S620 — S622 

^DECISION^-^ ^^DECISION^ 

OF REPRODUCTION ^-^OF REPRODUCTION ^-^NO 

PERMISSION/INHIBITION BY]>> <V PERMISSION/INHIBITION " 

^ROUP MANAGEMENT^-' ^^-^ BY CICO METHOD 
TYPE 




Obion, Spivak, et al. 

703-413-3000 S05P0952 
Docket # 283220US ^UDKUy^Z 
Sheet 51 of 52 



51/52 



F I G . 5 5 



( START ) 



PRE-PROCESSING 



S600-S608 

[read out first content of display object [^S650 



CICO METHOD 



S652 

GROUP MANAGEMENT 

TYPE DECISION OF 

^^REPRODUCTION CONTROL. 

S854 S656 

DECISION^^. ^^DECISION 
OF REPRODUCTION^-^ NO ^^OF REPRODUCTION 



PERMISSION/INHIBITION BY 
^ROUP MANAGEMENT. 
TYPE 



PERMISSION/INHIBITION 
BY CICO METHOD 



S664 

i 



S658 

\ \ 


f 




DISPLAY AS REPRODUCTION- 
PERMITTED CONTENT 




DISPLAY AS REPRODUCTION- 
INHIBITED CONTENT 




Obion, Spivak, et al. 
703-413-3000 
Docket # 283220US 
Sheet 52 of 52 



S05P0952 



52/52 



u 

in 

m 



o 



























i 








1 

LU 
















o 


< 






CD 




CO 




Q LU 








o 

1— 1 


< LLJ 


CO 


LU 
_l 


=3 
O 


< 


LU 

_j 


CO 


LU LU 
-J —J 




O 




b 


it 




h" 
i— i 


O 


3 


h- 
i— i 


ZD 


r- r- 






< 


id 


3 h- 


CO 
-J 


1- 


c£ 

Q_ 


CO 
_l 


r- 


CO 
1 


hP 




CD 

E 


r- 


o 


< ^ 


< 




LU 

ad 


< 




< 








CO 


a: 


® 






■ 


® 








>* 




LU 




O 










fD 




c£ 




















CL 


< 


1 








1 


















r\i ■ 








\ 

rsi 
rsj 








A 



CO 
<£> 
LO 

■ 



o 

i— I 







< 


CO 




u 


Q 


LU 


8 

rM 




< 


LU 


LU 


CO 


LU 


LU 


LU 


LD 






—I 


_l 




—I 


_J 


—I 


ro 


< 




h- 
i— i 


1- 

i — i 


z: 


h- 
i— i 


I- 
i— i 


1- 
i— i 


<u 


RTIST 


CO 






CO 


h- 


h- 


H 


E 


_l 
< 

© 


? 


f 


_l 
< 

© 








Playti 


< 




VD 

tH 


CO 

i— 1 




























▲ 



< 

LD 

■ 



o 
i—i 



< 

to 
H 

a: 
< 



rM 

i-i i—i 



< 


< : 




: CO 


U : 


$9* : 






LU 




j S 


LU 


•Iili-:- : 






_l 




: 3 


-J 






CO 


t : 


*+: 


: CO 


t '■ 


W ; 


*=■# 


1 






-J 








< 




*!* 


: < 


P j 




¥#■: 


© 


^ j 




: ® 


^ j 


i 





5 



O 

ro 

E 



